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EXECUTIVE SUMMARY

The Food and Agriculture Sector accounts for 20% of the national economy and has been
designated a Critical Infrastructure Sector by the U.S. Department of Homeland Security.
This sector consists of an extensive, open, globally interconnected, diverse, anthplex
array of privately owned "just in time" networks; and encompasses a variety of goods and
services including the production and manufacturing of crops, livestock, poultry, and
seafood products and byproducts. As such, the threats to food and aguttural resources
will come from various sources including foreign and domestic events, naturally occurring
and/or human-induced, and the interdependencies of Food and Agriculture Sector with
other critical infrastructures.

Given the broad scope of these threats, the Threats to Food and Agriculture Resources
(TFAR) teams focused on two (2) problems areas:

1 A critical need for gpublic / private partnership model riskbased framework
centered around food and agriculture inforation and intelligence sharing for better
research coordination; and

1 A critical need forconcerted national and international efforts to detect and prevent
the transboundary spread of known or unknown, and naturally evolving or
syntheticallyderived, pahogens that are catastrophic to the agriculture and food
industries.

The goals were to identify the myriad of threats that could disrupt or devastate supply chains
within the vast food and agriculture system of the U.S.; examine shortfalls in W&pacity to
prevent and mitigate the threats; and, recommend best practices, policy, and research
priorities that will foster preparedness and resilience of the food and agpusiness sectors
against all threats. The TFAR teams, composed of participantsnifrthe government,
academia, and sectors of the private industry, relied on shared knowledge, literature search,
and information provided by invited subject matter experts in accomplishing these goals.
The TFAR discussions centered on terrestrial and aguagnvironments in the context of

food and agricultural systems, climate change, food adulteration, disruptions in the
transportation sector, water shortages, globalization of trade/travel, biosurveillance
limitations, social culture, cyberthreats, agrb bioterrorism, and economic coercion.

In-depth capability and vulnerability analyses of the Food and Agriculture Sector have
identified the following threats for utmost attention by the public and private sectors, with
recommendations to prepare for and adress the likelihood of emerging threats that could
severely impact the food, agriculture, and aquaculture industries, namely:

AThe natural emergence of known and unknown pathogens, including zoonotic and
phytonotic spillover, antimicrobial resistance, ops, and livestock biosecurity

AAquatic/ seafood safety and biosecurity
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A Convergence of technologies with duaise applications
AcCyberthreat and cybersecurity

A Interdependencies ofthe Food and Agriculture Sector to critical infrastructures

The TFAReams envisioned that, for the next 10 years, globalization will remain the
determinant factor to the world's economic, technological, and social progress; with caveats
that geopolitical disputes amongst dominant world powers for access to natural resaesc
including agricultural and aquaculture products, may change the dynamics of the food and
agricultural supply chain. This will significantly impact the Food and Agriculture Sector and
its interdependence with other critical infrastructures. COVI® notwithstanding, trade and
international travel will continually present significant pathways for transboundary
movement and spread of vectors and pandemidass of pathogens that could devastate the
U.S. crops, livestock, poultry, and aquaculture industrigsnown and unknown pathogens

will continue to evolve with anthropogenic environmental pressures and increase contact of
humans with both wild and domestic animals. The proliferation of new pathogens may be
exacerbated by the convergence of artificial infeence, gene editing, and genome

synthesis that will endow organisms with novel functions. The global biothreat landscape will
keep on changing at a pace that will render international sanitary controls and government
regulations ineffective. As border gpections rely on these enforcement regulations, these
will present a critical gap in safeguarding against the accidental or deliberate introduction of
harmful pests and diseases that will continue to widen unless dramatic measures, tenable
to the public and private sectors, are put into place. The findings of this report can be
leveraged to support and address a variety of research requirements embedded within
existing U.S. government policy and doctrini particular, six key recommendations are
provided

1. It is recommended that the U.S. government and the private industry consider
engaging with international partners to develop quantitative risk assessments of cress
interdependencies with the Food and Agriculture Sector

2. The U.S. government must updatiés GOFR and LOFpvlicy and lead an international
verification effort on this type of research

3. The U.S. government and the private industry must develop quantitative threat risk
scores for known and unknown biothreatsfdhe Food and Agricultue Sector

4. The U.S. governmerghould lead research coordination of publiprivate partnerships
for information sharing standards and risk mitigation

5. The U.S. government should invest resources in the training of the ngaberation
workforce in the Food and Agriculture Sector Defense

6. The U.S. government needs to promote domestic aquaculture for food production

AR
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DISCLAIMER STATEMENTis document is provided for educational and informational
purposes only. Theviews and opinions expressed in this document do not necessarily state
or reflect those of the United States Government or the PubReivate Analytic Exchange
Program, and they may not be used for advertising or product endorsement purposes. All
judgmentsand assessments are solely based on unclassified sources and are the product
of joint public and private sector effc.
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FOOD AND AGRICULTURE SMERVHEW

The U.S. enjoys abundant, affordable, and higjuality foods that are among the world's
safest; this is grounded by the efficiency and productivity of 2 million crop and animal farms
and millions of food retailers that secure a qualitiood supply. Agriculture is a strategic

sector for the U.S. because of its more than $3.9 trillion economic contributions,
representing 22% of the domestic GDP, and because families, family partnerships, or family
corporations operate 98% of the U.S. farm#n parallel, the food retail and food services

sales amount to approximately 6.2 trillion U.S. dollars each yeahs broadsector
encompasses a variety ofoods and servicesincludingthe production ofcrops, livestock,
poultry, and seafood the manufacturingand retailing of foods and beverageshe

production oftextiles, apparel, and leatherand forestry and fishingt

As for household spending, food accounted for 13% of U.S. household expenditures in
2019, just behind housing and transportatin expenditures.

Value added to GDP by agriculture and related industries, 2009-19

$ billion
1,250
1.000 B Food service, eating
’ and drinking places
B Food and beverage
750 - stores
Textile, apparel, and
. . . . l . leather manufacturing
500 . .
Food, beverage, and
tobacco manufacturing
250 B Forestry, fishing, and
related activities
Farms

2009 2011 2013 2015 2017 2019
2010 2012 2014 2016 2018

Note: GDP = Gross domestic product.
Source: USDA, Economic Research Service using data from U.S. Department of Commerce,
Bureau of Economic Analysis, Value Added by Industry, data as of September 30, 2020.

Onefifth of U.S. agricultural production is exported, generating over $145 billion in 2020.
U.S. agricultural exports in Fiscal Year (FY) 2021 are projected at $157 billion, largely driven
by higher oilseed and grain expofbrecasts?
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U.S. agricultural trade
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In 2019, 22.2 million full- and parttime jobs were related to thefood and agricultural
sectorgi10.9%of total U.S. employmentOf these,the U.S. food and beverage
manufacturing sector employed 1.7 million peoplat thousands of foodand beverage
manufacturing plants located throughout the coungrfor transforming raw agricultural
materials into products for intermediate or final consumptio#.

The Food and Agriculture Sector has been designated a Critical Infrastructure Sector by the
U.S. Department of Homeland SecurityDHS)Cybersecurity and Infrastructure Security
Agency (CISAKritical infrastructure sectors are considered essential to the3), such that
their disruption would most certainly cripple national security, global economic activity, and
national public health and safety4

NE¥F

-

) A
Eo /&
L4Np 550

The Food and Agriculture Sector accounts for 20% of the national economic activity
and has been designated a fitical Infrastructure Sector

Homeland

7 Security



“ 2021
“ PUBLIC-PRIVATE

( ‘O ANALYTIC EXCHANGE PROGRAM

]

O
®

Existing policy to support defense of the U.S. Food and Agriculture Sector include the
followingconsiderationspresented as a review; specific details are provided for each as
context relevant to the topics discussed within this report

The 2004 Homeland Security Presidential Directive 9 (HSRBDdirected the DHS to

coordinate the overall national effort to protet the Food and Agriculture Sector and its

critical infrastructure and key resources from terrorist attacks, major disasters, and other
emergencies? In 2017, the Securing our Agriculture Food Act was passed, which defined

the specific Countering Weaponsfdass Destruction Office (CWMD) within DHS that is
responsible for oversight and management of the HSFEDand lead DHS policy initiatives on
defense, countermeasure research developmengnd national preparedness related to
agricultural and food securityand veterinary health? At border stations and ports of entry,

the U.S. Customs and Border Protection (CBP) enforces these regulations on behalf of other
agencies of the U.S. governmenincluding the U.S. Department of Agriculture (USDA),
Centers for Disase Control and Prevention (CDC), and Fish and Wildlife Service (USFWS) by
inspecting import commodities entering the country commercially or handrried by

travelers. On a typical day in FY202@r example, U.S. CBP processed 650,179 passengers
and pedestrians; 187,049 incoming privately owned vehicles; 77,895 truck, rail, and sea
containers; $6.64 billion worth of imported goods; and 90,000 entries of merchandise at

our air, land, and seaports. U.S. CBP intercepted 250 exotic plant pests and seized 3,09
guarantine significant materials €.g., plant, meat, animal byproduct, and soil}47. In

addition, policies and programs maintained by the U.S. government seek to prevent and
prepare the U.S. for the natural, unintentional, or intentionaitroduction of pathogens of
concern.

Presidential Policy Directive 8 National Preparedness (PBDdescribesthenat i on & s
approach to preparing for the threats and hazards that pose tmost significart risk to the
security of the US., including Criticalinfrastructure Sectorst There are fie overarching
areas of focus: prevention, protection, mitigation, response, and recovéryhere are
opportunities to enhance Food and Agriculture Sector preparednasseach of these areas.
Novel diagnostics andtreatments for pests and diseasesapplication of newtechnologes to
mitigate the impacts of climate changgthe identification ordevelopment of alternate
production inputraw materialsources and new predictivetools are just a few examples. A
coordinated research program can provide valuable informati@md the toolsneededto
increasepreparedness andaddress emergingand reemergingthreats to the Food and
AgricultureSector.

The Food Safety Modernization Act (FSMA) Section 108 identifies the need for a
ocoordinated research agendawithin the National Agriculture and Food Defense Strategy
(NAFDS? The Biennial Report to Congress on the Food Safety and Food Defense Research
Plan (110g) is the first step in documenting progress toward a coordinated, ris&sed, and
mission<critical federal food safety research strategyTheU.S. Food and Drug

Ad mi ni s tFDANew Bra d Smalter Food Safety calls out the need to considemhto
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developpublicpr i vat e o0data trustsdé to be established
industry, and academia in the hopef furthering the mission of the Agency to protect and

promote public health and welbeing10 The collaborative mindsets that are needed to

ensurethe success of this effort can be rooted iffood and Agriculture Sector joint

meetings. The transparency needkto ensure data are norattributably shared is something

that warrantsthe immediate attention of all stakeholders within the Sector.

Finally, he Food and Agricultur&ectorSpecific Plan (SSP) for 2020 was put on hold as the
Federal partners that led his effort were also responsible for leading the U.S. government
response to the pandemic. The Sector Annual Report (SAR) was being developed as well
during the writing of this DH®\nalytics Exchange PrograrAEB, and notes fromthose draft
reports that this AEP consideredre contained withinAppendix2.
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CRITICAL INTERDEPENDENCIES

AEP Project OverviewVhile the Food and Agriculture Sector has been extensively studied

elsewhere and while much is known about thgystem's current statethat comprises the

u. S. Food and Agriculture Sector, there is mu
unknownsoO Sectot. hi n t he

The food, agriculture, and veterinary production critical infrastructure systems are
comprised of an extensive, open, globally interconnected, diverse, and complex array of
privately owned "just in time" networkdor example, acording to theUSDA while the U.S.
is the world's largest beef producer and secoddrgest beef exporter, it is also the leading
beef importer, as feeder cattle are frequently sourced from Mexico and Canada to sustain
the U.S. feedlot operations. Onfourth of the total agricultural commodities imported by the
U.S. are from more than 250,000 foreign establishments from 180 countries. Fifty percent
of U.S. agricultural imports are horticultural products, and approximately 95 percent of
cocoa/ coffee/ spices and fish/ shellfish consumed in the U.S. come from overseas.

I(‘JEverything is connected to everything els

Due to its essential role in the health of the U.S. population and the economy, the Food and
Agriculture Sector ionsideredone of the 16 critical infrastructure components of the U.S.

The Food and Agriculture Sector has numerous interdependencies (nally reliant

relationships between entities) with other Critical Infrastructure Sectors. The nature and

extent of these interdependencies increase the risks borne by thedd and Agriculture

Sector, based on the function and role of those interdependenciesnd may lead to future

integrations and collaborations to assist with the identification and fortification of existing
vulnerabilities.As an ongoing example of an asymmetrical threat that can severely disrupt

the automobile industry, whats the Food ard Agiculture Sector micrachip equivalent? As

described inAppendix18, t hi s i nformation is currently not
the food and agiculture sector and is representative of how Sector stakeholders can help

share information to plan for and mitigate against disruptionsf critical interdependencies

in the supply chains for key resources to kee

It is importart to highlight thecritical interdependenciesof the Food and Agriculture Sector
with several otherCritical InfrastructureSectors, includingt3
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Water and Wastewater SystemSectorand Dams

Sector, for clean irrigation and processed water for food
production, human consumptionmanufacturing, and i
animal feed formulation andcontrol irrigation and Agriculture
watershed management for agricultural lands.

TransportationSystems Sectorfor movement of food
products, livestock and seedstock, feeds, fertilizers, and

PN

other necessary supplies and equipment both domestic Qv}i
within and foreign import. Healthcare &

Public Health
Energy Sectarto power the equipment needed for 5.6
agriculture production, crop harvest, butchery, food o Transportations

. . ystems

processing, and posharvest warehouse or refrigerated EL o
storage of food poducts. Information

Technology

Chemical Sectorfor fertilizers, pesticides, antibiotics,
fungicides, and other compoundsequired forthe
production of crops and livestockincluding animal feeds
and feed ingredients andpackaging materials for food e ailane
products.

CommunicationSector, for broadband and cellular s
network connectivity.

SeePresidential Policy Directive 21 (PRPL): Critical
Infrastructure Security and Resiliencadvances a
national policy agenda to strengthen and maintain
secure, functioning and resilient criticainfrastructure 14

The DHS CWMD is required through HSP[@nd the Securing our Agriculture and Food Act
(P.L. 11543) to carry out a program to coordinate department efforts related to defending
the food, agricultural, and veterinary systems of the U.&jainst terrorism and other high
consequence events that pose a risk to homeland securitye(, intentional, unintentional, or
natural major disasters and other emergencies). In accordance with its authoriti®S
CWMD Food, Agricultural, and Veterinary Defense (foA\Division, and the Science and
Technology Directorateleveloped a joint strategic plan that lays out the intent of CWMD to
cooperate on activities associated with DHS investments into research, de®pment,
testing, and evaluation (RDT&E) efforts that may be executed across the national incident
management and response continuum. Additional information on those concepts can be
found in Appendix3. Additionally Appendix4 includes a review of thdood and agriculture
risk landscape regarding the National Infrastructure Protection Plan (NIPP 2013)6
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FOOD AND AGRICULTURE SECTOR THREATS
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The threats to the Food and Agriculture Sector acemplex anddynamic and constantly
changing. They can come from various sources such as climate change, foreign animal
diseases, exotic plant pests, food adulteration, chemical contamination, economic oden,
cyberthreats, agrd bioterrorism, aging workforce, and its dependence on other critical
infrastructure components. Left uncontrolled, each of these threats can devastate part o
even the entire agricultural industry, threaten our food supplies, amast billions of dollars
to recover.

In what seemed to be a weekly basis, the highe v e | oscopingo6 conversat.
embarked upon helped ugealize that we needed to put a stake in the ground to move

forward. To address challenges and threats to the.S. Food and Agriculture Sector, the

team implemented a consensusased discussion centered on answering the fundamental

guestion, "What are the shortfalls in U.S. capacity to respond and mitigate threats?" This

effort led to the examination of the rislcapability-vulnerability matrix of the U.S. food and

agriculture subsectors Appendixl). The analysis centered on terrestrial and aquatic

environments in the context of food and agricultural systems, climate change, food

v_or\ L.
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adulteration, globalization of tade/travel, social culture, cyberthreats, agré bioterrorism,

and economic coercion. The expertise of experts from the public and private industries was
leveraged to provide the current state of knowledge and bridge the team's knowledge gaps.
Based onthe analysis and knowledge sharing, the team identified and prioritized strategic
research and policy recommendations of best practices that will foster preparedness and
resilience of the food and agrbusiness sectors against these threats.

As we commencd evaluatingresearch gaps in the Food and Agriculture Sector as a threat
itself, there were many thoughts, idegsnd perspectives. What follows is the culmination of
our work in identifying potential research areagsmong these threat factors, global tide,

travel and tourism, food and water quality, and changing climate were associated with 61%
of the infectious disease outbreakd’ As we have experienced with the recent SAIRRS\2
(COVIEL9) pandemic, the global spread of zoonotic pathogens is, forturedy, less frequent
events. However, our recent experiences and understanding will hopefully help alleviate the
future emergence of novel pathogensral other threats and their impacts on human and
animal health and the food supply.

OThere was just asystemic failure across government to keep its eye on this threat,
Caitlin Durkovich, Assistant DHS secretary for infrastructure (2012 to 2011

This AEP panel provides the followindgefinitions andadditional threats or hazards of
significant concern to the Food and Agricultur®ector.
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Definitions

Threat : 0 n-aade ocautrencerindimicdual, entity, or action that has the
potential to harm |ife, information! oper a

cal feature [/ attribu

Vul nerability: S
h Cc area open®to expl oi

ophy
net wor k, or geograp

Ri sk: opotential for an unwanted outcome r
occurrence, as determined by its Pikelihoo

Food Safetytaddresses the accidental or unintentional contamination of food
productsé0

there is an intent to cause wide scale public health hang
Food Securitypaccesses to an ample, nutritious food suppfi?

Food Protectionta concept that leverages the outputs of food safety and food
defenseactivitiesé3

Food Terrorismgis defined as an act or threat of deliberate contamination of food for
human consumption with chemical, biological, or radionuclear agents for the purpose
of causing injury or death to civilian populations andor disrupting social, economic,

or political stability$??

I Food Defenserthe effort to protect food from intentional acts oadulteration where

.‘,4,
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Natural Emergence ofknown andUnknown Pathogens

Anthropogenic changes in the environment, travel, and the international exchange of
commodities have increased the geographical range ioffectious disease vectors and
fomites, favoring the dispersion of more than 600 invasive and pathogenic species and
skewing the pathogerhost population dynamics towards amplifying and spreading the
disease in humans, animals, and plangs.25

Known and unknown microorganisms and toxins are emerging and spreading at
unprecedented rates impacting global health, trade, and security

Importers either unintentionally or intentionally do not declare or mikeclare prohibited

items or deliberately obfuscateattempts to import restricted commodities, as they either do
not fully comprehend the importation process or perceive it to be too cumbersome and
restrictive. Foreign nationals seeking to bring culturally significant foods or religious relics
from their home countries often attempt to smuggle restricted items into the U.S. These
items (e.g.,bushmeat) may be contaminated with pathogens hazardous to human and
animal health. For example, the hemorrhagic fever viruses ., Ebola, Marburg) or African
swine fever virus can readily spread among human or animal populations, causing disease
and death and billions of dollars in losses.

A single case of aVorld Organization for Animal Health (Oli€portable disease can trigger
an immediate halt to exports causing losses of billions of dollars. A prolonged outbreak
could devastate an entire production sector, its associated businesses, and intlEspendent
sectors that rely on outputs or a steady stam of products from theFood and Agriculture
Sector. The establishment of the African Swine fever virus in susceptible native wildlife
populations in the U.S. could serve as a reservoir for recurrent reinfections of domestic
livestock that will be very chllenging to control and eradicate. The environmental
persistence of pathogens could be devastating for U.S. agriculture and change the trading
landscape.

To mitigate the multidimensional effects of a future threat to the Food and Agriculture

sector, theU.S. government implemented a series of strategies and polici@he U.S.
Department of Agriculture (USDA), Animal and Plant Health Inspection Services (APHIS)
regulates the importation of animals and plant products and yroducts, and the U.S Fish

and Widlife Service (USFWS) regulates the importation of wildlife materials accordim¢he
Convention on International Trade in Endangered Species of Wild Fauna and Flora (CITES).
The Food and Drug Administration (FDA) regulates the importation of drugs aratipcts

related to animal and human health. The Center for Disease Control and Prevention (CDC)
regulates the importation of biological materials with nexus to public health.
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Research Area: Phytonoses

Like zoonotic pathogens, pathogens of plant origin aaing clinical disease in people or
animals can be transmitted via the consumption of fresh products or contaminated crops,
known as phytonoss.26 There is a limited amount of research dedicated to understanding
the ecology and complexity ghhytonoses. This evolving field plays a significant role in
understanding food disease outbreaks. Regulatory bodies, including Feder&tate/ Local

/ Tribal/ Territorial (FLSTT) agencies and departments, academia, and private industry, are
beginning toassess the interconnectivity of the environment with animiauman-plant

health. They are starting to analyze the transmission pathwahggilitated by the
interconnected food production systems and food consumpti@

Antimicrobial Resistarce

TheU.S. food supply is among the safest globalybeit people still get sick from foodborne
illness. The bacterial contamination of produce and meat posedditional threats to food
and agriculture. They lead to hundreds of thousands fafodborne iliness cags and
hundreds of deaths in the U.S. each ye&%.0One crucial pattern emerging from animal
production in both terrestrial and aquatic environments is antibiotigse. While judicious use
of antibiotics in animal farming is endorsed in the U.S., overusef4abel, or misuse of
antibiotics in the U.S. and abroad presents a public health and environmental hazéarand
is one of the sources of the rise of antimicrobialiseaseresistance.

Driven by worldwide consumer demands for animal protein, narrcand broad-spectrum
antibiotics are widely used for animal health and productivity. Residues of certain antibiotics
found in animals and their tissues can cause illnesses when consumed; similar, antibiotics
are shed in animal waste and contaminate the soil angtater2® Antibioticresistant bacteria
have been associated with the treatment of animals with antibiotics beldie

recommended effective dose. flese resistant bacteria can spread in animal populations
and are of concern to human health either directly lyontact with the animal or indirectly
via the food chain or contaminated water or soi. Treatment of animals and humans with
antibiotics can result in genetic resistancé.e., antimicrobial resistance)of pathogenic or
commensal bacteria. Geneticallyasistant bacteria can horizontally transfer their resistance
gene/s to other bacteria of the same species and even close and distant species.

There have been increasing incidences of antimicrobiadsistant bacteria causing diseases
like columnaris, foulbood, campylobacteriosis, salmonellosignd emergent diseases like
citrus greening. The losses caused by these diseases increase production costs and can be
financially devasting to impacted producer®:31.32,33

Antibiotics are also employed to treat fruit crops, leading to antimicrobial resistancefitoit-
associated microorganisms. Research omémicrobial resistanceon field cropsis relatively
new and the mechanisms are not fully understoo#

@/: Homeland
7 Security




18

® 2021
r%:‘“ PUBLIC-PRIVATE

“O ANALYTIC EXCHANGE PROGRAM

With the emphass on reducing the use of antibiotics that are important to human medicine
in agriculture and the commonality of bacteria causing foodborne illnessesfective,
alternative treatments that address the threabf antimicrobial resistanceare needed.

Research Area: Known and Unknown Disease Surveillance

Lessons learned from the current COWAI® pandemic are that the response speed is
critical, and delays in awareness and response to the threat agent could result in
exponential amplificaton and uncontained spread of the pathogen. Efficient and reliable
surveillance and early outbreak warning systems are vital for monitoring infectious disesse
and pests within the U.S. and globally.

According to theWorld Health Organization/HQ and the OIE systems, higlquality data are
needed to evaluate an infectious disease outbreak that cannot be acquired through a
passive surveillance approach. Whereas passive surveillance systems receive data from as
many health facilities as possible, an activeentinel surveillance system deliberately

involves only a limited network of carefully selected reportisites monitoringnotifiable
diseases.SARS CoV 2 virus underscores our current vulnerability to ecological intrusion from
an unknown virus in the wildThe USAID Emerging Pandemic Threats PREDICT project
estimated that 1.67 million viral species remain yet unexplored in wildlife. Approximately 38
to 50%of these unknown agents can be transmitted from animals to humans.

Research Area: Phage Therapy

Phages are naturally occurring viruses that infect bacteria. They have the potential for broad
application across the food and agriculture sector. Insteaaf using antibiotics, phages can

be used as biocontrol agents for managing and eliminating the bacteria that cause diseases
or contaminate food. Many research studies have been done demonstrating the proof of
concept for this approach. The infusion of furidg specifically for food and agriculture

focused phage research could lead to the economically viable antimicrobial replacement
options so desperately needed at this tim@8-37.38,39,40,41

Research Area: Aquatic Disease Surveillance aBtsecurity

As aquaculture typically involves the farming of aquatic organisrtist are quite
evolutionarily diverse from humangplants, finfishes, and shellfishes)and also that they are

typically reared at temperatures much cooler than thatoftheu man body (o0col d b
the likelihood of zoonotic transmission of diseases from seafood to a human being is low. As

such, the primary mode of transmission of a disease from fighseafood to a human would

most | i kely be oralpoamsadnimgtohe Floor mxafmpd feg o & a
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contaminated withVibria4243 Reducing theU.S.importation rates of seafood and thus
possible means of introduction, increased biosecurity measures, and surveillancdained
populations orprocessedseafood products are possible means to protect against this threat
to aquaculture organisms and persasiconsuming thefinal products44 Additionalsupporting
information and discussionis provided inAppendix5.

Aquaculture and SeafoodProduction

Aquacultureis the farming of aquatic organisms, which primarily includes plants, finfis$)
and shellfishes. Thisis a $150 billion per year global industry, yet th&.S. component of this
market share is less than 1%and the countryis the number oneglobal importer of seafood
in the world45.46.47.48

Thenational seafood trade deficitis in excess of $16 billion annuallyand 9 out of
10 seafood products consumed by Americans originate from other countries

A concern here is based both on economics and public health. For example, since 90% or
more of theseafood consumed in the Ub. is imported, the country is mostly reliant on
foreignsourcesto provide this commodity. Thisependencycreatesan economic ard food
supply vulnerability.

Research Area: Aquaculture Production

In May of 2020, Executive Order 1392Promoting American Seafood Competitiveness and
Economic Growthwas released that detailed improving American competitiveness in the
global seafood market to help detract from this massive economic impact of the trade
deficit and to redirect priorities toward securing the domestic 8. seafood supply?® These
priorities also align with Executive Order 1401 secure America's Supply Chains
(February 2021) and Executive Orddrd036 on Promoting Competition in the American
Economy(July 2021)50.51 USDA announced in July 2021 that it intends to make significant
investments to expand processing capacity and increase competition in meat and poultry
industriesto make agricultural markets more accessible, fair, competitive, and resilient for
American farmer82 and this also is an opportunity to address, in part, the deficgh domestic
seafood production, including fostering \3. aquaculture and seafoodoroduction

capabilities. In many casesthe technical feasibility of culturing aquatic organisms is known,
however regulatory and permitting issues with federal, state, and local governments is the
impediment. Additional information is provided ilAppendix6.
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Research AreaSeafoodSafety

As above, with economiand supply chainconcerns also comes concerns witeeafood
product safety and health impacts to the American publifs anexample,many seafood
products imported into the US. originate from Southeast Asia by volunf Countries in
Southeast Asia often raise or harvest seafood products using unsustainalpieactices €.g.,
concerns of CITESnvironmental stewardship, and labor welfajeor husbandry conditions
that are not in compliance with current USDA and FD&gulatorystandards. It therefore,
becomes theduty of the federal government to regulate and identify thesenport cargos at
all U.S. ports of entry to ensure that the imported products are safe, reliable, and adhere to
minimum standards forconsumptionby the Americarconsumers

Given the high volume of seafood imports into the.&J, this poses concern with being able

to accurately screen the volume of products as well as then providing foreaptors with the
opportunities to intentionallydeliver agents into the US. food supply chainie.,0 s | i ppi ng
through the crackso6). As manye.gsfeshfrefrigatated,r od u ct
or frozen)or unprocessed, this poses a risk for using it as a vehicle to introduce both

biochemials as well as active biological agents into the countrdditional information is

provided inAppendix7.

Threats toWldlife Resourcesincluding Fsheries andCther Natural Aquatic Resources

The US. has ample marine and freshwater resources to suppirigation foragriculture,
provision of municipal water supplies, generating hydroelectric power, and providing control
of flood plainsas well as other human need8* However, given the geographic salit is
difficult to protectand maintainall of this resourceinfrastructure simultaneously. For
example, poisoning or sabotage of fresh drinking water may include cyberterrorism through
the internet (see alsoAppendix 10 as well as physical acts suchsthe introduction of
chemical or biological agents into the water. Howevehysicaldamage to waterways,
levees,dams, or other infrastructures that may affect roadwaysransportation, and flooding

in developed urban or rural areas also are possibilities.

Many of the municipal freshwater drinking and irrigation reservoirs are aging as they were
created by the US. Department of Interior and or US. Army Corps of Engineers from the
late 1800s until around the middle of the last centuryi., after WWII$24 Indeed,
infrastructure failure does not necessarily need to beirectly due to sabotageas warning
signs of impending failurei(e., neglect) of levees and other waterway infrastructures tha
been identified. It is estimated thaof the more than90,000 dams in the U.S.15,000 are

at risk of failure due to deterioration, which may lead to substantial economic and land use
losses as wdl as the potential for human casualties5:56
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Regarding offshore fisheries in the exclusive economic zone (EEZ), it may become more
problematic in the future due to unwanted, illegal commercial fishing by foreign vessels
within these zonesand there may need to be adequate detectiohsurveillance
methodologies and also protocols in place for how to deal with this when it is encountered
(e.g.,U.S. Coast Guard chasing off a fishing boat when it is encountered in U.S. watéi$).
This maypossibly become more problematic for domesticommercial fishing vessels as
well as U.S. fisheriesegulationsbecome morerestrictive in the future due to the current
overexploitationstatus of manywild fisheries stocks.

Additional information is provded in Appendix8.

Climate Change andVater Scarcity and Contamination

Americans rely on proper drinking water and wastewater treatment and the maintenance of
water distribution and utility infrastructure to assure safe, secure, reliable, asdstainable
water supples for public consumption as well as to support wildlife and agricultural
resources®® However, water and land use trends change, infrastructure ages, and the
climate of the earth is dynamic. Among theselimate change threatensagingwater utility
infrastructure and land usethrough increasngly frequent and intense stormsyisk of
flooding, and sealevel riseresulting from shifts inlongterm climate patterns80 Coastal
water utilities are at risk of flooding from saltwater intrusio(sealevel riseand storm surgg
that may impact coastal surface and ground wateias well as arable landuse.61 Sealevel
rise may worsen storm surg impactsand threaten to inundate infrastructure over time.
Climate change can also complicate operational capabilities afiriculturalinfrastructure
through more frequent and intense drought evenistorm flooding, saltwater intrusion, and
impacts on source water qualityAdditionally, increased risk ofterms and floodingcan lead
to greater pollutant runoffthat may adversely affectsource water qualitydrought can
concentratesuch existingpollutants in desiccatingwater systems Additional information is
provided inAppendix9.

Research AreaCyberattackThreats to Drinking Water

Other examples of events pointing out the vulnerability of fresh drinking water resources
include recent cyberattacks to poison drinking water in San Francisco Bay (January 2021),
Tampa Bay (February 2021 around the timing of the NFL Super Bowl sportingngyeas well

as three incidents of Iran attempting to do so in Israel during heatwaves over the summer of
2020 (as examples of an international eventoinciding with disturbances already caused by
the COVIEL9 pandemic).62.63 Most of the more than 50,000 dinking water facilities in the

U.S. are nonprofit entities that lack robusttybersecuritycapabilities, making drinking water

a vulnerable resource.
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Disruptive Technological Development

The Fourth Industrial Revolution allows computers and machines to communicate
interactively and independently butrtificial intelligence @.1) systems leading to exponential
improvements in biedesign and biefabrication. The resulting technological progress offers
significant potential to improve the production of food, at the same time, pasa significant
risk since theFood and Agriculture &ctoris a vulnerablesoft target for domestic and
foreign extremism. Malicious actors can take advantage of disruptive technologies and
agricultural production with limited personnel, large spaces of unsupervised facilities, and
frequent encounters with widlife movements. Intensive livestock farming and reliance on
monoculture crop production make U.S. agriculture susceptible to heavy losses from
pathogens designed to target specific animal breeds or planérieties. Genetic manipulation
of genes respondble for the transmissibilit$4, host immune response®, and antimicrobial
or pesticide resistance can be optimized to develop a new generation of biological
weapon$6. This new generation of biothreat agents could be used for economic coercion
and for creating financial pressure to obligate nations toadopt a specific trade policy.

Research Area: Convergent Biotechnology

As @en-source information accumulates exponentiallyt becomes increasingly difficult for
intelligence agencies tanterpret the implications of disruptive technologies and the dual
nature of biotechnological convergenceahus, increasing the risk othe new generation of
potential bioweapons.Many organizations within the &od and Agriculture Sector may not
have the tchnical expertise 6 adapt to the interoperability requirementsunderstand
disruptive technological progressand develop countermeasures. Governments might fail to
recognize, deploy, and regulate new technologies suchiassitu combinatorial DNA
synthesi$? converging with quantum computing and artificial intelligence. These disciplines
can generatein silicounknown genomic profilesxponentially using the genome of known
pathogensas atemplate.

Pathogens can begeneticallyengineeredin silico within hours and grown and amplifiedh
vitro, and / or in vivo, and target specificFood and Agriculture SectoEasy access of the
technology even to thenovice presentsa clear and present dangerSuccessful constructs of
the complete microbial genome have already been accomplistfé&®.70, and considering
that the genomic information of morghan 1 million different isolates of known highly
pathogenic organisms are grown and genetically manipulatedthre academic, military, and
private / commercial research laboratories worldwidé& In addition, data of their genomic
architecture is availablein digital form in public genomic repositoriesAs highperformance
computing and synthetic biologyesearchare democratized and become more accessible
and modular, the barriers for accessing pathogenic microbes by state and rsiate actors
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are rapidlydecreasing.Synthetic biologymay bedefined asdconcepts, approaches, and
tools that enable the modification or creation of biological organis#?

The dualuse nature of synthetichiologycan exacerbate the risks oproliferation of
engineered virulentorganismsand potential misuse.

In addition, rapid shifts in economic power derived from the convergence of biotechnology

and quantum computing could create new economic coercion and espionage challenges.

Research AreaGainof+unctionResearch(GOFR) and Lossf-Function Research (LOFR)

We define GOFR as the type of experiments in different biological systems that seek to
address scientific gaps in knowledge related to thigiological function of a gene oprotein in
an organism with pandemic potential. ThAEP panebnd supporters of the experimental
work involving pathogens argued that GOF experiments help study Rusthogen
interactions, virulence, pathogenesis, anddvancecountermeasure development. &r
example,in vitro or in vivo pathogen passagecan improve the understanding of
pathogenesis and the development of animal modeishere treatments can be testedGOF
experiments are sometimes the only approach to address important questions about the
biology of a pathogen.

Because of the unique characteristics and impact on human and animal health, GOF
experiments in the U.S. have stringent guidelines for approval of experiments under Ehel
Use Research of Concer(DURQ framework?3. This is not orly because of biosecurity
concerns but also because this research is deemed "duage research of concern"yet
results are published in opersource journals. GOFR, however, carries significant risks
despite stringent biosafety guidelinesnd conduct in hghly secure BSt3/4 laboratories.
There is no governing body vévis the international commission that conducts a security
risk assessment and ensures compliance with biosafety protoco@uantifying risk is
complex due to an incomplete understanding dhe outcome and a lack of
countermeasures.Yet, assessment of the benefit and risks of GOFR rests solely on the
individual researcher.

Just because an experiment can be done does not mean that it should be done. This should
be the basis of all GOFR penfmed worldwide.One should not perform them to "see what
would/ could happen” without solid evidence that it could happen naturally.performed,
these experiments have to use strict biocontainment infrastructurand follow biosecurity

and biosafety procedures. However, more countries engage in GOFR on-h&hpathogens.
This led to two main risks: (a) GOFR confer greater accespamdemicclass microbial

systems that may favor the offense development or kndwow. (b)Complacency in the
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conduct of GOFR may result ian accidental infection and/or release of a potential
pandemicclass pathogen.

There is a significant body of knowtige about gene function gainsvith LOR.LOR
mutations including inframe deletions, CRISR-based, and transposonmutagenized

libraries, can generate beneficial regulatory changes without the need for rare, specific
mutations to finetune enzymatic activies. LOF mutations occur at a much higher frequency
than GOFE While in naturethe mutational landscape done in experimental settings can lead
to a higher number of selective pressures, mutations are unlikely to be found in the wild.
LOF mutations play awbstantial fitness benefit, including antimicrobial resistance and even
growth in exotic nutrient combinations or new enzymatic functions. For example, at least
210 genes are involved in making a functional spore &acillus anthracis.The LOF of the
plcRregulon in increased sporulation frequency iBacillus anthracisthe pXO1 plasmid1
This LOF mutant had reduced macrophage toxicity, which increases the transport of the
strain to peripheral lymph nodeg#

Cybersecurity

The U.S. food and agriculture industries are complex and entakiousactivities, including
farming / production, preparing, processing, preservation, marketing, distributicemd
servingfoodstuffs to consumers. It involves many different industries:diechnology,
agriculture, manufacturing, transportation, logistics, restaurants, and retail. Most of these
industries, if not all, rely heavily upon digital and cyberspace technologies and
communications such as Global Positioning Systems (GFX)sitioning, Navigation, and
Timing Systems (PNTndustrial computer programmable logic controllers (PLCsnd
electronic databases’® The risks are not to any specific part of the supply chain nor to any
one type of criminafithe entire supply chain is at risk due to its complex and interconnected
nature.

I Sharing information about cyberattacks can help strengthen the entire industry

The recent COVHD9 pandemic highlighted how fragile the global food chain is and the
vulnerabilities thatcyber criminals can capitalize uponThese are not new risks, but as the
food industry increases its dependence upon technology, the likelihgaohd severity of a
crippling cyberattack increase.

I The entire supply chain is at risk due to its complex and interconnected nature
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Cybersecurity has been reviewed by the U.S. Department of Homeland Security in 2018
(including precisionagriculture) and has its section in this AEP prograff’” However, the

aim here is to illustrate the vulnerability of critical interdependencies as well as the
importance of crosscommunication between Sectors regarding threats and vulnerabilities,
centralization / decentralization, and redundancy in networks related the resiliency of the
entire Food and Agriculture Sector system. Worldwide threats to cybersecurity are reviewed
by the Office of the Director of National Intelligend@.Key examples partiular to the Food

and Agriculture Sector are highlighted iAppendix10.

dn order to increase awareness of potential process control system exploits, there is

a need toshare information from control system cyber incidents across all critical
infrastructure (Cl) industries. Because t
does not have aninformation sharing and analysis center (ISAC) as mahynost

other ClI sectors do, it makes it harder for food and beverage manufacturers to share
information in a trusted environmen®d , J o eFodlN Engimeering

As the world faced the OVID19 pandemic, food manufacturers experienced a great
number of supply disruptions, abnormal spikes in sales and have been impacted by
consumer fears that the food supply could be in jeopardy. During this time, U.S. consumers
increasingly relied on e&ommerce in cyberspace, and this trend in commerce is poised to
remain high moving into the future. This current market situation makes cyberattacks and
cyberextortion appealing to the hacking community because the repercussions of bringing
down a food manuécturer, distributor, or retailer could be economically disastrous and
disrupt the food chain. Actors could bring down all systems or parts of one system.

True threats of high consequence could be intentionally coordinated or coincidentally
uncoordinatedevents that might completely cease a supply chain or other input / output of
the Food and Agriculture Sect@rtargeting the water, electric grid, and fuel supply
simultaneously or in combination. These broad sectors together would impact almost every
segmert and level of U.S. food production systems, which rely heavily on the Water and
Wastewater Systems, Energy, and Transportation Systems Sectoes, the alpha of

production through theomegaof consumption). Therefore, the critical interdependencies of
the Food and Agriculture Sector make cybersecurity an essential component for thwarting a
coordinated attack. Another way of stating this is, for example, an attack against the Energy
Sector isalso an attack against the Food and Agriculture Sector, which must be realized.

Research Area: Cybertheft @denome Information

Innovation is a crucial aspect of thé&ood and Agricultural SectoiThe U.S. publigrivate
R&D sector is developing plant véeties and new terrestrial and aquatic animal breeds,
biomanufacturing processes, and omics profiles (microbiome, transcriptome, proteomics,
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metabolomics, ard epigenomics) profilehat provide competitie commercial advantages

with national security relevance However R&Dwithin U.S.organizationsare the targetof
foreign cyberespionage trade secret and intellectual property theftFood and Agriculture

key R&D players, including large corporations, are not the only victims. The mostemalble

are small and emerging corporations, universities, and government research organizations.
Cyber intrusions can be used to replicate
markets in highvalue food sectors. Cybertheft of data and algorithms camovide

competitive advantages and coercion points on aggressive corporate takeovers @&.U
corporations

The pervasive risk of cyber threats to thg.S. government is leading an effort to countés
effect. According to the National Counterintelligenand Security Center (NCSC), China and
other countries have been stealing DNA data to advance their economic, security, and
foreignpolicy goals®. While collecting pathogen genomic data from infected individuals or
agricultural and food products during dsase outbreaks can improve biosurveillance,
protecting the privacy of individuals, growers, and retailers in the Food and Agricultural
Sector is another major cybersecurity challenge. As genomic data become linkable to other
data sources, individualsanimal, or plant breeds become identifiable and potentially a
target of malicious activities.

Regulations for the trade of genetic material safeguarding providers' rights of these genetic
resources could change with the access of digital DNA sequences. Considgthe global

and interconnected nature of the Food and Agriculture Sec, R&D is evaluated worldwide.
The cybersecurity vulnerability in many countries is an uncharted and dynamic legislative
territory.

Regulations for the trade of genetic material safeguarding providers' rights of these
genetic resources could change witlthe digital access ofDNA sequences

Research AreaEncrypted Information Transfer

Genome sequencing generates significant data thabuld reach 2,000 to 40,000 petabytes
per year’ Much of this data andthe algorithms to mine this information residen private
repositories that state and norstate actors can target to steal, destroy, modifand
therefore disrupt years of costly researchAt the same time, these attacks can modify
genomic information to decrease the bioforensic and attribution capdities of the U.S.
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Cybeattacks can modify genomic information to decrease the bioforensic and
attribution capabilities of the U.S. government.

Various methods have been used to secure the data, including watermarl&hg

cryptography?!, and steganography? to protect intellectual property and safeguardgainst
improper use and attacksalbeit these techniques canalso be used tocovertlytransfer
information to nefarious actorsNew techniques have been developed to use DNA as a data
storage medium. This cartead to a storing capacity o215 petabytes (215 million gigabytes)

in a single gram of DNA that can be shipped outside of the U.S. with key information relevant
to the Food and Agriculture Sector, but also for national securityEncrypted messages may
include DNA sequences of engineered organisms, algorithms for creating/replicating virulent
viruses/ bacteria, and other information for recipients to decrypt the message accurately.

Agricultural Energy ConsumptiariFossilFuels, and the Supply Chain

The U.S. economy will not function without a stable energy supply and thus the Energy
Sector importantly enables all of the other Critical Infrastructure Sectors including the Food
and Agriculture SectoB.Large amounts of fossifuels are required to power heavy farming
machinery, to process foods, to refrigerate foods during transportation and storage, to
produce packaging materials, and to manufacture and transport chemisand other inputs
such as fertilizers, pesticides, andivestock feeds83.84

The Energy Sector importantly enables all of the other Ciritical Infrastructure Sectors
including the Food and Agriculture Sector
Supplying/ moving water for crop irrigatiorand watering of livestoclkalso is an energy
intensive task €.g.,pumps, wells).Chemicals used by the agricultural industry are a subset
of the bulk chemical industry (Chemical Sector) and include fertilizers, pesticides, feed
additives, packaging materials, and food preservatisgamong many other compounds.
Nitrogenous (ammonigbased) fertilizers require large amounts of natural gas as a feedstock
and require heat and power for processingis examples, the production of livestock feed
also consumes energy for milling, mixing, gressing, and extrusionAppendix 1L provides
additional details onAgricultural Energy Consumption, Fossil Fuels, and the Supply Chain
and Appendix12 provides details onTransportation of Food and Agricultural Products
Research AreaAgricultural Energy Consumption

An overall important consideration of the Energy Sector is cybersecu#§é Since
disruption of the Energy Sector will indirectly disrupt the Food and Agriculture Sector due to
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critical structure interdependence, this als indicates that cybersecurity of the Energy Sector
should be a concern for the Food and Agriculture Sectdihere are existing documents on

cybersecurity for the Energy Secrfand t hi s itself is not OoOnew

impact on agriculture slould be emphasized given the heavy reliance on energfthe
power grid goes dow#f, animals die only once if transportation is delayed or refrigeration
fails, food spoilsonly once

In regard to the2018 U.S. Department of Homeland Security AE€port on Threats to

Precision AgriculturdAppendix B, the Energy Sector is naxplicitlymentioned, however

OTi ming of Equipment Avail alCommunigafon/and o0Di
I nterneto are detail ed i neretbfail tkecenvoukl beta t h at
consequence’?” The authors of that report consider independent attacks on those particular
infrastructures (e.g.,online tractor navigation equipment)however something as simple as

el i minati ng t h e/ tagkedowenrall sgsteimsdobdcormnwnicatiominternet or
areducing fuel availabilitg for equipment requiredto conductprecision agricultureis not
mentioned. Such broad attacks to the Energy Sector, if accurately timed, could have
significant consequences tdhe Food and Agriculture Sector. Cross communication between
Sectors in this regard should be considered critical.

Research Area: Critical Interdependencies of the Food and Agriculture Supply Chain

When meat supply shortages at local grocery stores agged in 2020 during the COVIR9
pandemic, The MITRE Corporation conducted a network analysis of U.S. food supply
chains 87 That analysis shows that the U.S. food supply chain would be significantly
impacted if certain keyhubs were disrupted. As an example, disruption of only five key hubs
in the U.S. food supply chain with high meat production, cold storage, and transport \doul
completely disrupt the entire U.S. meat supply. Even disruption of one of these hubs would
result in a significant consequence of food supply to some parts of the U.S.

Food and Agriculture Sector Specialist, DHS Office of Infrastructure Protection,

I O0Trhe Food and Ag Sector is vulnerable in its efficiengdy, Bi | | Kr uwer ,
Partnerships and Outreach Divisio#®
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KEY FINDINGS

The scope, variety, and complexity of the research needs identified within this refiort
stemming from numerous angles across the Food and Agriculture Sedtoelps to illuminate
the need for a coordinated, informed research strategyonsidering critical thrats to the
Food and Agriculture SectoiThe table below indicates threats to the Food and Agriculture
Sector and potential research collaboration areas for mitigatioAppendices # and 15
provide additional context to these findings.

Response Food and Agriculture Threat Potential Research Collaboratior‘

Functional Pillar Categry Area

Prevention and

Preparedness
Agro/ Bio-Terrorism Research and development for a
. _ _ vaccine that can be used to
A Cybersecurityd hacking of differentiate vaccinated from
production systems, unvaccinated animals (DIVA)
transportation, supply
Measures distribution, theft of
designed to intellectual property (IPR)e-
provide more commerce
permanent Research and development for
protection and A Development of enhanced an Emergency Use Live
readiness to virulence biological agents Attenuated Vaccine for a novel
respond to . transboundary animal disease
events A Novel concealment methods

of bioweapon delivery IPR

theft (e.g., DNA stenography) | Threat/ Hazard/ Risk
Assessment or Gap Analysis
study to identify vulnerabilities
and R&D targets.

A Open publicaton of duatuse
technologies

A Intentional adulteration and
cooption of food
manufacturing by adversarial
actors

A Sole source / limited suppliers
e.g.,fertilizer
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Response Food and Agriculture Threat Potential Research Collaboratio
Functional Pillar Catego Area

Protection and

Detection
Human Factors/Political Predeployment validation study
: o . for newly developed fieldable
A Antragriculture activism diagnostic test (e.g., FMD ELISA
A Misinformation / test kit)
Surveillance and disinformation / Lysenkoism ' Research and develop a point of
mcl)nitorit)nlg;t_of A Public / Private sharing of ;:Ig\r; gslig;(izgg ;3?;)(?6?'&5;?;61'
vulnerabilities L -
sensitive information -
and threats that the field
may ![ead toan A Insider Threats Public education and information
even campaigns
Naturallyemerging, reemerging,
and rapidly evolving pests and Research and develop novel lab
diseases bench diagnostic surveillance
: i o tests for use at diagnostic
A Exotic plant pests laboratories

A Foreign Infectious Animal

Diseases ) .
Surveillance of imported food

A Fish diseases, shellfish products and biosecurity
contaminants, contamination

of water resources and
seafood

A Human diseases

A Invasive species / injurious
wildlife

A Antimicrobial/ treatment
resistance
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Response Food andAgriculture Threat Potential Research Collaboratio
Functional Pillar Catego Area
Mitigation
Environmental Research and development of an
. _ Artificial Intelligence / Machine
A Climate change / weather Learning algorithm and
extremes / drought / associated GUl/software
salinization interface
Efforts to reduce = . , o
losses by A Water scarcity and Cybersecurity in water resource
lessening the contaminationd surface and facilities
impact of events groundwater

Responsiveness to changing
climate

Economic, Trade, and Travel

Research to rapidly characterize

A Contaminated agriculture and
new pathogens

food commodities imported via
trade and travel Decontamination, disinfection,

and disposal study for high

A ]E)e%endeance. of agrlfcultgre and consequence pathogens, infectec
00d production on foreign raw | onimals, and environmentally

materials contaminatedsurfaces

A Lack of animal traCGB.blllty and Expansion of seafood and
inadequate data management = aquaculture industries
0 up and down supply chain
increasing potential for disease
spread

Protection of utility
infrastructures, supply chain
network analyses, and

A Energy and transportation infrastructure redundancies

Dept of Energy National Alliance
for Water Innovation (NAW) work
at New MexicoState University
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KEY RECOMMENDATIONS

1. Itis recommended that the U.S. government and the private industry considargaging
with international partners to develop quantitative risk assessments of cross
interdependencies with the Food and\griculture Sector.

The private sector owns and operates the overwhelming majority of food and agriculture
systems, nodes and networks based critical infrastructure related to the food supply in
the U.S.Thereforethe U.S. government, in collaboration thi the Critical Infrastructure
CrossSector Council and Government Coordinating Council for Food and Agriculture, must
continue to identify crossnterdependency vulnerabilities with the Food and Agricultural
Sector. From this process, a riskased, coordnated research agenda with medium and
longterm goals should be established, and accountability be assigned to Ages /
Departments to ensure the tracking and status repoduts on these research priorities and
goals.

As the U.S. and other nations competfor agricultural and food products, many nations
suffer from internal political instability and external economic pressures, making them
vulnerable to economic coercion. ThE.S. governmentnust engage the 20 most relevant
trading countries, particularlythe European Union, following the same model as the Critical
Five established in 2012 to identify overlapping critical sectors within the Food and
AgriculturalSector (as examples seeAppendix B). This international engagement effort
shouldimprove food governance backed by an Intergovernmental Panel outlined by the
2021 United Nations Food Systems Summfg. Under this framework, the UB. government
and the private sector must implement a quantitative risk assessment of each choking point
of the Food and Agricultural Sector to ensure resilience and access to healthy and
sustainable food.

As described earlier in this report, MITRE completed a supply chain analysis on several
USDA commodity networks and systems and identifiad/ulnerability inthe efficiency of the
system. In consideration of a riskased approach to identifying other potential
vulnerabilities, otherdata sourcescan be used to assess output (food products)
consumption patterns, geographical distributiorand demands, availabity, and supply of
the raw materials (inputs and ingredients) to ensure the stability of these outputs. By
beginning with a domestic focus, lessons learned can be extrapolated internatidgal

Excerpt fromNational Critical Infrastructure Security anBesilience Research and
Development Plan 2015

oThe Plan builds on past and ongoing CISR R&D activities across the critical
infrastructure community, including extensive efforts by government, the private
sector, and academia. The National CISR R&D Plan is intendedéinforce and
augment successful addances in CISR R&D and identify and fill gaps and unmet
needs through active collaboration with stakeholders
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The ability to identify and assess threats and hazards, address them before and as
they arise, and understand and quantify the related consequensas a critical
element of risk management and a primary driver for CISR R&D effoiThe National
CISR R&D Plan provides an overview of the risk environment and emphasizes the
need to sustain and grow partnerships to enable a collaborative approach to
managing critical infrastructure riskd©

orhe development of complementary and comprehensive risk assessment
methodologies across the critical infrastructure community will enable the effective
and coordinated application of resourcesg?

2. The U.S. governmdmust update its GOFR and LOFR policy and lead an international
verification effort on this type of research

COVIEL9 has killed more people than past nuclear weapon detonations. Yet, the
approximately 1% fadlity rate of SARS Co¥ is miniscule compared to the 86100%

mortality of pigs to African swine fever (ASF). Given our vulnerability, any early disclosures of
novel ways of generating more virulent pathogens should be considered equivalent to giving
thousands of actors access to nucleatlass weaponryThe pace in the emergence,

discovery and genetic manipulation of microbes transcends current regulatory and
biosecurity protocols.

While the Dual Use Research of Concern (DURC) pajeyernsGOFR in the U.S., there is a
lack of global gwernance on highconsequence pathogen research. The U.S. government
should engage with key players in creating a governing framework for assessing the risk and
benefit of GOFR, enhancing biosafety laboratory protocols, and safeguarding tools,
techniques, and pathogens against wrongful use. The U.S. government must also work with
international and national partners working on GOFR on policy guidelinesafeguard
againstsearly disclosures of information concerning novel ways of generating pathogenic
variants that mayfavor offense.

A transparent public review of all GOF and LOF experiments before their commencement is
critical. This will ensure that updated policies address the needs of GOFR to answer
medically / scientifically essential questions. All ladratories performing GOFR on highly
pathogenic organisms should be required to adhere to a standard set of international
protocols and procedures, including international standard biosecurity operational
procedures and verification processes. In this regérthe U.Sshouldlead a concerted effort
with key GOFR countries to implement verification and enforcement procedures on GOFR.
These rules and regulations should be agreed in two stages: (a) with key countries engaging
in this type of research€.g.,China, Japan, U.K., France, The Netherlands, Australia, and
New Zealandand (b) a joint meeting led and adopted by members of The Biological and
Toxin Weapons Convention (BTWC).
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3. The U.S. government and the private industshould developquantitative threat risk
scores for known and unknown biothreats of the Food and AgriculauSector.

As interconnected global economies spread pathogens and pests, the terms "foreign animal
disease,"” "exotic plant diseases," "select agent,” or "priorist pathogens" are becoming

less relevant. Therefore, an integovernmental dialogue with the global scientific community
to create a frameworkfor characterizing the biological threat and quantitatingsk is

required, which wouldencourage accountabilityand oversight for biosafetyand promote
ethical and transparent information sharin@nd safeguards against release ofpathogens

with high pandemic potentiaP! This approach changes the biosecurity measures paradigm
beyond preventing the disease's introdiion and spread and focus on proactive
engagement.

Paramount to this dialogue is participation from the industrial sectors; in particular, those
autonomous, weklfunded institutions that use cuttingedge techniques to produce novel
strains of microorgatsms for biomedical, agricultural, and environmental remediatiofithe
framework would also address biological impeexport regulations on a global scale and
conflict between information transfer and government protection of information that is
tenable tocommercial enterprisesWhile frequent external evaluation may not be required,
close monitoring of countries' selfeported outcomes is highly recommended.
Nonetheless, data protection and privacy should be high on the discussion and
implementation to protect the interests of governments, industries, and citizens in many
jurisdictions. This development should also facilitate governance arrangements and
connecting key actors and resources of data exchange.

The best prevention countermeasure against the spread of the disease is
containment at the source.

Technical and administrative challenges create disparities among and within nations to
report a pest ordisease outbreak within the optimal time frame to minimize the impact of
diseases and pests in the U.S. Food and Agriculture Sector. Decreasing the latency reporting
period from 10 days to 5 days and no more than three working days after the date of
obsenation and confirmation provides a dynamic timeframe that could address these
challenges, including the resources for rapid diagnostics and better surveillan€er an

early warning system of a threat to be effective, monitoring should not rely on the syomps

of the disease or detection systems of known DNA sequences since very few viruses have
been sequenced to date?

By sharing and collecting data in near rediime, infectious disease capability assessment
can measure each country's ability to mitigate specific known and unknown diseases and
provide immediate evaluation of a particular policy's success or failure totigate risks. A
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key area of investment should be the ability to perform updates on recorfis timely
operational decision supportA specific country policy can be analyzed to meet the nations'
expectations where building capability is required.

4. The US. governmentshould lead research coordination of publigrivate partnerships
for information sharing standards and risk mitigation

This recommendation underscores the need for a mu#tectoral framework and strongly
advocates a whole government approacthat will extend capacity among agencies. The
Department of Defense is in the forefrondf surveillance intelligence and developing
bioweapon countermeasures which could be extended to support the agricultural and public
health realms. Sharing expertisesicritical in preparing for and responding to a biological
incident. Additionallydata from trade, food, and animal production trends, critical
infrastructures, institutional diversity, research capacity, publications, genomics research,
etc., provide a ¢namic source of informationThedata exchange systems and stakeholders
with the U.S. government, academia, and the private industry must work jointly to improve,
harmonize, standardize, and analyze this information and find early warning patterns. Téis
not to generate more reporting burden but rather unify the reporting data generated from
different organizations in a format that can be federated.

Excerpt fromCritical Infrastructure Security and Resilience National Research and
Development Plar?014:

0cEnhance the partnership between the public and private sectoins securing and
enhancing the security and resilience of critical infrastructure and their functional
systems, physical assets and cyber networ&$3

Excerpt fromDHS Science and echnology Directorate National Critical Infrastructure
Security and Resilience Research and Development Plan 2015

cEffective implementation of the National CISR R&D Plan will require collaboration
across the critical infrastructure community. Stakeholdershould work collectively to
define R&D requirements and design and implement solutions that meet identified
needs®*

Because this type and volume of information overwhesmuman cognitive capabilities,
emerging A.l., including but not limited to deepdening analytics and natural language
processing can generate extractive and abstractive summaries from documents with
conflicting information. These analytical techniques can autonomously access and organize
data, translate information from different laguages, reduce human cognitive load and

error, and provide operational decision supportThis approach could provide a more realistic
assessment of risk, vulnerability, and capability and contextualize the risk at the strategic
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and tactical / operational kevels. The capability assessment network could support
enhanced collection, integration, and data management using these standards as guidance.

Thediversity, scale, and speed of data growing at exponeial rates is overwhelming
human cognitive capabilities.

Investments to support evidencéased dynamic policymaking, analytical modeling, and
visualization for interpreting and communicating information to key stakeholders can
enhance the Food and Agriculture Sector defense by providing five ckessf interconnected
networks, namely: (a) diagnostic laboratories of each nation, (b) datdven and risk
assessment modeling teams, (c) data standardization and management specialists, (d)
advanced visualization, and (e) decisionmakers and program mareag.

Efforts in these scientific areas can be expanded, enhanced, or strengthened to ensure
adequate Food and Agriculture Sector resiliency by improving activities that intersect with
the five mission areas of prevention, protection, mitigation, responsand recovery, as
outlined in the DHS FEMA's National Preparedness Gbal his will help ensure that
defense, security, and protection initiatives continue to address the emerging and evolving
catastrophic pathogens that threaten thdood andagriculture infrastructure, health, and
economic security of the United States.

5. The U.S. government should invest resources in the training of the ngeneration
workforce in the Food and Agriculture Sector Defense

The Food and Agriculture Sector must delop a coordinated research agenda to serve two
essenti al purposes: (a) as a oconsolidationo
currently wunderway within / across the Sector
elsewhere in this documentwhere there is a need for disclosure / awareness of research

gaps €.9.,FSMA 108; HSPD 9; Food and Agriculture Sec8pecific Plan (SSP); Food and

Agriculture Sector Annual Report).

The federal government has invested significant resources to build reseh and training
programs across the nation to enhance the food safety research needs in alignmeiith
several policies. While these efforts have created a sustainable network, improved the
overall catalog of available training, and facilitated the forntian of rapidly responsive
veterinary and support teams, there is room for expansion into plants, fishes, and other
susceptible commodities that are integral to the Food and Agriculture Sector.

The nature of technological progress in the animal and plant health realms is shifting from
an exclusive domain of veterinarians, entomologists, and plant pathologists towasdsall-
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around operators with technical background in the physical, chemical, reatl, big data,
and life sciences.No single discipline couldjive a good understanding athe risk and how
far, for example synthetic biology is implementable and scalable. Detection, diagnostics,
and surveillance intelligence of products develop fronysthetic biology that are of food and
national security concerns would require technical knelow in these field of science.

The establishment of higher education programs to help secure America's agriculture
infrastructure is also required in HSPD (paragraphs 20322), with DHS cooperating with

the USDA to establish expanded opportunities and advanced learning tools for veterinarians,
veterinary students, and related animal health practitioners which can be accessed through
FEMA's Center for Domestic Prapedness (CDP), FEMA's Rural Domestic Preparedness
Consortium (RDPC), APHIS Veterinary Services National Training and Exercise Program
(NTEP), or various S&T's emeritus and current Centers of Excelleeag (IIAD, CEZAD,

FPO, and CBTS). For additional details, séppendix16.

Excerpt from the2010 Agriculture and Food Critical Infrastructure and Key Resources
SectorSpecific Plan

oTo track the many R&D activities within the sector and to prioritize R&D neetise
[Food and Agriculture Sector Government Coordinating Council] GCC and [Sector
Coordinating Council] SCC have established the Food and Agriculture Sector Joint
Committee on Research. The mission of this committee is to assess and advise the
Food and Ayriculture Sector (GCC and SCC) on homeland security researchable
needs and goals.The committee will make use of existing vulnerability work,
consider threat information, review current R&D projects, make discovery of
operational needs in the sector, conglt or involve the research community as
needed, and refine or update recommendations periodically?6.97

orhe committee will annually provide to the GCC and SCC a collective and
coordinated list of researchable food and agriculture priority needs from bothe
perspective of those in operations and implementation (the private sector and the
States), and the government agencies involved in maintaining homeland security
coordination and oversight (the SSAgpS8.97

The DHS and USDA have historically collab@@ and cooperated to review current Foreign
Animal Disease (FAD) training and educational programs to expand educational
opportunities and significantly enhance the educational experience.

Perceived gaps in the knowledge of our food safety / fo@dience / food production
resilience training curricula also are realized as critical for preparing the ngeneration for
taking on this task in the future. This challenge is compounded as the average American is
now 2 or 3 generations (or more) removeilom a familial agrarian backgroundife., the

rural and urban divide). Academic curriculum content in this realm should provide
foundational knowledge in chemistry, physics and mathematics, biological sciences,
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microbiology, nutrition, statistics, and ofeand written communication and also include
basics of food safety and quality, food safety management systems (including HACCP),
overview of critical infrastructure / protection of U.S. agriculture, food supply chain
resilience, and also familiarity withntentional adulteration and disruptive, emerging
technologies described above (such as A.Excerpt from Homeland Security Presidential
Directive / HSP® Defense of United States Agriculture and Food:

0a(21) The Secretaries of Agriculture and Health artduman Services, in consultation
with the Secretaries of Homeland Security and Educatioshall support the
development of and promote a higher education program to address protection of the
food supply To the extent permitted by law and subject to the ailability of funds, the
program will provide capacitypuilding grants to universities for interdisciplinary degree
programs that combine training in food sciences, agriculture sciences, medicine,
veterinary medicine, epidemiology, microbiology, chemistgngineering, and
mathematics (statistical modeling) to prepare food defense professionatg.

0(22) The Secretaries of Agriculture, Health and Human Services, and Homeland
Security shallestablish opportunities for professional development and specialized
training in agriculture and food protectionsuch as internships, fellowships, and other
post-graduate opportunities that provide for homeland security professional workforce
needs&

6. The U.S. government needs to prometomestic aquaculturefor food production

Since 90% or more of the seafood consumed in the U.S. is imported, the country is mostly
reliant on foreign sources to provide thifbod commodity. This dependency creates an
economic and food supply vulnerabilityA future focus of theFood and Agriculture Sector
should be to promote domestic U.S. aquaculture production to meet this seafood demand
and efforts should extend beyondegulations ofseafoodimports. This will be critical for
meeting futurefood-animal protein demand of theAmericanpublics.
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IMPACT TO GOVERNMENT AND PRIVATE SECTC

One personalone can rarelysolve a problemit takes statefederal governmentbusiness

academicpartnerships to make significant impacs to overcomechallenges.

mi nds 6, Al exander Graham Bel |

I(‘)Great di scoveries and improvements invar.i

There are nearly30 conferences on Food and Agriculture Sectesecurity, so a wealth of
information is available for disseminaon. However, an excessive number of meetings lead
to information overloadand disassociation of criticalinformation sharing. There needs to be
coordination of information sharing, research goals, and involvement of the associated
government, academic, andndustry partners moving forwardo help address the Key
Recommendations presented above and the Forecasts 2030 belofccurate and timely
communication and coordination is required for the Food and Agriculture Sector to remain

nimble in its resiliency.

Forexample, theAgriculture Organization of the United NationsAQ/ World Health
Organization WHQ / African Union AU International Conference on Food Safetg co-
organized by FAO, WH®@Jorld Trade OrganizationNTQ, and AU bringing together
Ministers and representatives of national governments, senior policy makers as well as
representatives of nomstate actor groups from all regions of the world to engage in an

urgent reflection onagriculture andfood safety challenges to:

1 Identify key actions and strategies to address current and future challen
safety globally.
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1 Strengthen commitment at the highest political level to scale up food safety in the
2030 Agenda for Sustainable Development.

Ic‘)Great t hings irn doaunsd nbeys so mea ep enresvoen 6, St eV e

As an example of the importance of prospective and completed research sharing performed
at conferences with a nexus to food protectioriqod safety, food defense, food terrorism,

food security) in July 2021, the DHSCWMD and DHS CSAC provided four separate
presentations on topic areas pertinent to this report as it relates to the new / expanding
FAVD architecture as well as updates on the chemical threat agents of concern to food
terrorism%8Whi | e t hi s diense foathe®RA S predentars it is hoped that
leverage can be taken moving forward to create special tracks or presentation sessions that
focus on critical infrastructure protection and resilienceelated offerings. The four
presentations from the Intermational Association of Food Protection conference in 2021
included®s

l)oPotenti al Utility of the I ntedSuiveynal Adu
of Food I ndustrybo

2.) cCommunication, Outreach and Education; Food Defense; Food Law and
Regulation; Epideniologyd

3.) cCharacterization and Prioritization of Ingested Chemical Threats

4.) dFood, Agriculture, and Veterinary Defense (FBYArchitectural Framewornk

A proposal here is for enhanced information sharing tmprove research coordination
across thenation for the Food and Agriculture Sectofhis recommendation is the Project
ASIPUApplied Solutions & Integration Promoting Understanding (Project A.S.1.Rvith) the
aim to develop a coordinated research agendaithin the Food and Agriculture Sectdo
serve two key purposegsee alsoAppendix 17):

1)To serve as a oconsolidationdé effort of th
currently underway withirand across theFood and AgricultureSector;

2)To enable o0futured research as described e
a need forsynthesis, disclosureand awareness of research gaps (FSMA 108; HSPD
9; Food andAgriculture Sector Specific Plan (SSP); Food and Agriculture Sector
Annual Report, etc.).

Additionally, the Project ASIPU can help with
response to the Office of the I nspector Gener al
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oCWMD plans to announce reconstitution of Food, Agriculture, and Veterinary
Defense and will work with the Science and Technology Directorate to develop a
research and development (R&D)t&ategic Plan to reprioritize and better align food
and agriculture defense R&D across the Department. CWMD estimates a completion
date of September 30, 202041

The following documents provide similar recommendations to improve research
coordination and @mmunicationand to ensure the resilience of the Food and Agriculture
Sector.

Excerpt from the2010 Agriculture and Food Critical Infrastructure and Key Resources
SectorSpecific Plan

oro track the many R&D activities within the sector and frioritize R&D needsthe
[Food and Agriculture Sector Government Coordinating Coun@ICC andSector
Coordinating CouncilBCC have established the Food and Agriculture Sector Joint
Committee on Research. The mission of this committee is to assess ardvese the
Food and Agriculture Sector (GCC and SCC) on homeland security researchable
needs and goals.The committee will make use of existing vulnerability work,
consider threat information, review current R&D projects, make discovery of
operational needsin the sector, consult or involve the research community as
needed, andrefine or update recommendations periodicall@?

orhe committee will annually provide to the GCC and SCC a collective and
coordinated list of researchable food and agriculture priority needs from both the
perspective of those in operations and implementation (the private sector and the
States), and the gorernment agencies involved in maintaining homeland security
coordination and oversight (the SSAsp?

Excerpt fromDHS Science and Technology Directorate National Critical Infrastructure
Security and Resilience Research and Development Plan 2015

cEffective implementation of the National CISR R&D Plan will require collaboration
across the critical infrastructure community. Stakeholders should work collectively to
define R&D requirements and design and implement solutions that meet identified
needs @4

0The committee wil/ annually provide to t
coordinated list of researchable food and agriculture priority needs from both the
perspective of those in operations and implementation (the private sector and the
States), andthe government agencies involved in maintaining homeland security
coordination and oversight (the SSAs, Joint Committee on Research (JCR); 2009
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FORECASTS FOR 2030

Globalization will continue to contribute to the development of economtechnological, and
social progress. However, there is an increasing understanding that the world order will be
dominated by three large regions or countries: the United States, the European Union, and a
Chinacentric Asia. These political and military poweenters will increasingly dispute access
to natural resources, including agriculturaednd aquacultureproducts. As a result, they will

take vastly different approaches to social issues, public health, economic policy and trade,
technology, and internatioal affairs. This multipolarity, sometimes called thégray zon&
conflict, will produce dynamic challenges for which the U.S. and its multilateral organizations
may be unprepared, and include:

1 Interdependencies between the Food and Agriculture Sector and the other Critical
Infrastructure Sectors will continue to in@ase in complexity, will exacerbate current
vulnerabilities, or create new ones throughout the myriad of food and agricultural supply
chains. These relationships need to be better studied and understood in order to
increase resiliency, as single points déilure for production, processing, distribution, and
safety of food will cause the Food and AgriculiiSector to be susceptible to a wide
diversity of natural threats and attacks sponsored by state and natate actors.

1 Consolidation within the Food rad Agriculture Sector, in addition to foreign acquisitions,
has led to a small number of transnational companies dominating significant portions of
the domestic food and agricultural supply chain. As a result, seleurcing or single
sourcing procurement éfood, raw ingredients, equipment, and or critical supplies
integral to domestic production wilamplify other threats and vulnerabilities, including
those stemming from the interdependencies with other sectors. Multiple or parallel
sourcing strategiesjncentivization for re/on-shoring, and analyses evaluatingomestic
versus global sourcing risksnay alleviate these supply chain vulnerabilities.
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Increased reliance on the digital technology transformation that occurred during the

COVID 1%andemic will lead to a more substantial systemic cybersecurity risk across all

sectors, including Food and Agricultuf®. As U.S. consumers increasingly rely on e

commerce and corporate Operational Technology (OT), Industrial Control Systems (ICS),

and Ogperations Management Software (OMS) become more interwoven with the
internet-of-things, cyber vulnerabilities will become a critical unaddressed liability.

Domestic food and agricultural€ o mmer ce capabilities wil/l be
lack of capability to regulate or safely manage cybdransactions and inability to detect,

prevent, and respond to malicious cybéntrusions or ransomware incident&.

Despite the geopolitical differences, citizens from all countries walttively continue to
travel and exchange food and agricultural commodities with one unintendedr in some
cases intended- consequence for the Food and Agricultural Sector: The accidental or
intentional transboundary movement and spread of known and unknown pests and
diseases. Thes biological threats will have negative impacisn animal and human
health, trade, and the security of our nation.

The global rise and impact of known and unknown aquatic and terrestrial pathogens in
humans, animals, and plants wiltontinually evolve due to a combination of complex
factors related but not limited, to climate change, agricultural production practices,
antimicrobial use, and the risk exerted by the close contact of humans with both wild
and domestic animal$2. In addition, the increase of international trade and travel will
continually present criti@l pathways for transboundary movement of pathogens and the
spread of vectors and diseases capable of contamating U.S agricultural systems.

The global push to reduce carbon emissions and climate change will likely cause a rapid
rise in the plantbasedfood products industry, especially in developed countries, as an
alternative to traditional animalbased foods.

Unless immediately addressed, the importation of food and food products, such as
seafood, will increasingly pose enormous biosecurity risks asnode of entry of disease
and chemical threats into the U.SThe U.S.must remain a global net exporter of food
and not a consumer to maintain its food security position

The demandfor imported seafood in the U.S. will have unintended geopolitical and
economic consequences. China, the Russian Federation, and other nations will
increasingly deploy transoceanic vessels for illegal, unreported, and unregulated fishing
that is exerting its presence in disputed territorial waterand challenging exclusive
economic zones.
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The fourth industrial revolution and increased humamachine teaming that occurred
during the past few years will lead to the convergence of disruptive technologies that
may endow organisms with novel genetic and phenotypic featunegh enhance
virulence,resistance to treatment or environmental persistence. There seems to be a
reticent trepidation to discuss risks associated with unregulateBOFRor LOFR gene
editing approaches and synthetic biology The lack of foresight o howthese
technologiesmay converge with advanced A.l. capabilitiesay lead to novel synthetic
pathogens that could have devastatingffects on plants, animals, and humans. This new
generation of biological threats should be assessed and evaluated before they cause
catastrophic impacts to the terrestrial and aquatic components of the U.S. Food and
Agricultural Sector.

GOR will continue to be performed in many countries around the world with ever
evolving novel technologiesAt the same timethe rules and regulations in the U.Swill

not allowbeing competitive in this area of research. The gap between the U.S. and other
countries working less regulated in this area will grow larger over tinaad our
countermeasures will become less efficient

The global biothreat landscape wikeep on chaning in ways and pace thahay render
international sanitary controls and governmental regulations ineffective. As border
inspections rely on ugo-date informationon these enforcement regulations, stagnation

in this area represents a critical gap in safeguarding against the accidental or deliberate
introduction of harmful pests and diseases into the U.S.

The Food and AgriculterSector will increasingly become susceptible to the
weaponization of economic investments to undermine global competition and
manipulate the rulebased trading system. A Chineentric economy and its increasing
footprint for influencing international or rgional policies will increasingly shape the
trading policies of countries with whom the U.S. has historically been the leading
economic partner. As China actively trades with countries in Africa, Latin America, and
Europe, new bilateral agreements might edlict with international obligations, and
instances of economic coercion, espionage, and the theft of natural diversity, trade
secrets and/or intellectual property will become prevailing issues for the U.S. Food and
Agriculture Sector.

Water resources dtical for agricultural and other human needs are vulnerable twatural
and mamnrmade disasters,cyberattacks, deteriorating infrastructure, and climate change.
Water demands and supplies are changing, and in the future forecast, most of the water
demand will be driven by agriculture and food productiobesertification will continue to
be a growing problem in Africa, the Middle East, and other regiofi#is situation will
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further exacerbate existing shortages and conflicts over access to watesources and
arable landand impact the U.S. access to food products from these regions.

Facilitation ofaccurate and timelycrosscommunication information sharing, and
research coordinationbetween Sectors and government, academic, and private industr
partners will be critical toidentifying,understanding and mitigatingthreats while
designingappropriate countermeasures to ensure resiliency of the Food and Agriculture
Sector.The absence of a protected information sharing environmegteatly impacst the
ability of privatesector owners and operators to engage in dialogue with the government.

OUNLESS someone | i ke y;mathingiagoiagtogetbetttrol e awf
ltds not. 6, The Lorax, Dr. Seuss
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ANALYTIC DELIVERABLE DISSEMINATION PLAN

Office of the Director of National IntelligencéODNI)

Office of Science and Technology Policy

U.S. Federal Bureau ofinvestigation £B)), including Office of the Private Sector,
Weapons of Mass Destruction Directorate, Counterintelligence Division,
Counterterrorism Division, and Criminal Division

U.S. Department of Homeland Security (DHS) Headquarters and Components,
including Component Intelligence Offices, U.S. Customs and Border Protection,
FEMA, and U.S. Coast Guard

Department of State Global Health Programs, Biological Engagement Program

DHS Association Partners, including but not limited to BENS, ASIS, ISMA

Previousparticipants in the DHSAEP and IC Analystrivate Sector Program

U.S. Agency for International Development (USAID)

U.S.Department of CommerceExport Control Uniand National Oceanic and
Atmospheric Administration (NOAA)

U.S. Department oDefense, Defense Threat Reduction Agency, Cooperative
Biological Engagement Program

U.S.Department of Agriculture (USDAAPHIS, Office of Homeland Security

U.S. National Institute of Health, National Institute of Infectious Disease

Health and Human Servies, Center for Disease Control and Prevention, Global
Health Security Program, U.S. Food and Drug Administration (FDA)

U.S.Environmental Protection Agency (EPA)

U.S.Geological Survey (USGS)

U.S.Department of the Interior

U.S.Department of EnergyBiolagical Defense Program

U.S.Army Corps of Engineers

Academic institutions

Food and Agriculture Sector (lnnual meeting)

Infragard National Members Alliance (Food and Agulture Sector)
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mbjbZpMDwx A3XhW9rp4gEc#v=onepage&q=Big%20Data%20and%20Artificial%20
Intelligence%20for%20Biodefense%3A%20A%20Genomic
Based%20Approach%20for%20Aviemg%20Technological%20Surprise.&f=false

72. Designer Biology and the Need for BiosecuHrby-Design:
https:// wmdcenter.ndu.edu/Publications/Publication
View/Article/2710288/designer -biologyand-the-needfor-biosecurityby-design/

73. Dual Use Research of Concern
https://www.phe.gov/s3/dualuse/Pages/default.aspx

74. Next Generation bioweapons: The technology of genetic engineering applied to
biowarfareand bioterrorisn
https://fas.org/irp/threat/cbw/nextgen.pdf

75. Cybersecurity and Infrastructure Security Agency: Positioning, Navigation, and
Timing:
https://www.cisa.gov/pnt

76. Cyber Resilience and Response 2018 Pubkrivate Analytic Exchange Program:
https://www.dhs.gov/sites/default/files/publications/2018_AEP_Cyber_Resilience
and_Response.pdf

77. Threats to Precision Agriculture 2018 Pub#erivate Analytic Exchange Program:
https://www.dhs.gov/sites/default/files/publications/2018%20AEP_Threats_to_Pre
cision_Aagriculture.pdf

78. Annual Threat Assessment of the U.S. Intelligence Community:
https://www.dni.gov/files/ODNI/documents/assessments/ATA2021 -Unclassified

Report.pdf

79.Chi nads dGdndmicand OtleenHedthcare Data From America: Risks To
Privacy And U.S. Economand National Security
https://www.dni.gov/files/INCSC/documents/SafeguardingOurFuture/NCSC_China G
enomics_Fact_Sheet_2021.pdf

80. DNA watermarks: A proof of concept
https://doi.org/10.1186/1471 -2199-940

81. DNA Cryptography Based User Level Security for Cloud Computing and Applications
https://www.ijrte.org/wp-content/uploads/papers/v8i5/B2845078219.pdf

82. DNA steganography: hiding undetectable secret messages within the single
nucleotide polymorphisms of a genome and detecting mutatidgnduced errors
https://doi.org/10.1186/s12934 02001387 0.
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83. The Role of Fossil Fuels in the U.S. Food System and the American Diet:
https://www.ers.usda.gov/webdocs/publications/82194/err -224.pdf

84. Energy for growing and harvesting crops is a large component of farm operating
costs:
https://www.eia.gov/todayinenergy/detail.php?id=18431

85. Multiyear Plan for Energy Sector Cybersecurity:
https://www.energy.gov/sites/prod/files/2018/05/f51/DOE%20Multiyear%20Plan
%20for%20Energy%20Sector%20Cybersecurity% 20pdf

86. Critical Infrastructure Protection: Actions Needed to Address Significant
Cybersecurity Risks Facing the Electric Grid:
https://www.gao.gov/assets/gao-19-332.pdf

87. U.S. Food Supply CiraSecurity: A Network Analysis:
https://www.mitre.org/publications/technical-papers/us-food-supply-chain-security
a-network-analysis

88.) Food and Agriculture Sector Criticality Assessment
https://technodocbox.com/Data Centers/79626644 -Foodand-agriculturesector-
criticality-assessment.html

89.) 2021 United Nations Food Sysims Summit:
https://www.un.org/en/food -systemssummit

90. National Critical Infrastructure Security and Resilience Research and Development
Plan 2015:
https://www.dhs.gov/publication/national-critical-Hinfrastructure-security-and-
resilienceresearchand-developmentplan

91. ) DHS I s Not Coor difrfaotritnsg ttoh eD eD eepnadr tt nheen tNdas
Agriculture, and Veterinary Systems against Terrorism:
https://www.oig.dhs.gov/sites/default/files/assets/2020 -07/01G-20-53-Jul20.pdf

92.How accurately can we assess zoonotic risk?
https://journals.plos.org/plosbiology/article?id=10.1371/journal.pbio.3001135

93. Criticallnfrastructure Security and Resilience National Research and Development
Plan 2014:
https://www.cisa.gov/sites/default/files/publications/NIAC -CISRRDPlan-Report

Finat508.pdf

94. DHS Science and Technology Directorate National Critical Infrastructure Security and
Resilience Research and Development Plan 2015:
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https://www.oig.dhs.gov/sites/default/files/assets/2020-07/OIG-20-53-Jul20.pdf
https://journals.plos.org/plosbiology/article?id=10.1371/journal.pbio.3001135
https://www.cisa.gov/sites/default/files/publications/NIAC-CISR-RD-Plan-Report-Final-508.pdf
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https://www.dhs.gov/sites/default/files/publications/National%20Critical%20Infrast
ructure%20Security%20and%20Resilience%20Research%20and%20Development%
20Plan508.pdf

95. DHS FEMA National Preparedness Goal:
https://www.fema.gov/emergencymanagers/national-preparedness/goal

96. Food and Agriculture SectoGovernment Coordinating Counditharter.
https://www.cisa.gov/sites/default/files/ publications/food-and-agriculturegcc-
charter-2020 -508.pdf

97. Food and Agriculture Sectebpecific Plan:
https://www.cisa.gov/sites/default/files/publica tions/nipp-sspfood-ag-2010 -

508.pdf
98. International Association for Food Protection:

https://iafp.confex.com/iafp/2021/onlineprogr am.cqi/Search/0?sort=Relevance&si
ze=10&page=1&searchterm=DHS

99. National Defense Authorization Act (pg.1381):
https://www.congress.gov/116/bills/hr6395/BILLS -116hr6395enr.pdf

100. National Climate Assessment: Impacts, Risks, and Adaptation in the United States:
https://nca2018.globalchange.gov/

101. The Role of Seafood in Global Security:
https://www.un.org/depts/los/general assembly/contributions 2014/FAO%20contr
ibution%20UN%20SG%200L0S%20repd20Part%201%20FINAL.pdf

102. An ISGP White Paper: Food Sustainability:
http://scienceforglobalpolicy.org/wpcontent/uploads/552692138823e -
ISGP%20White%20Paper%200n%20Foo0d%20Sustainability. pdf

103. The Challenge to Meet Global Need for Protein Sources for Animal Production:
http://scienceforglobalpolicy.org/wpcontent/uploads/55254582¢c5473 -
Herman%20PPP%20FINAL.pdf

104. FDA Import Alerts:
https://www.fda.gov/industry/actions-enforcement/import-alerts

105.) Imports From China and Food Safety Issues
https://www.ers.usda.gov/publications/pub-details/?pubid=44392

106.) Imported Seafood Safety: Actions Needed to Improve FDA Oversight of Import Alert
Removal Decisions
https://www.gao.gov/products/gaoc-20-62
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https://www.gao.gov/products/gao-04-259t
https://infrastructurereportcard.org/cat-item/dams/
https://www.opb.org/article/2021/05/12/klamath-project-drought-irrigation-water-salmon-sucker-fish/
https://www.opb.org/article/2021/05/12/klamath-project-drought-irrigation-water-salmon-sucker-fish/
https://www.insurancejournal.com/news/west/2021/05/19/615016.htm
https://www.nrcs.usda.gov/Internet/FSE_DOCUMENTS/16/nrcs143_023326.pdf
https://www.heraldandnews.com/news/local_news/agriculture/ag-impacts-local-economy-to-the-tune-of-290-million/article_d163759b-fff3-5807-9d2b-9f61139bff04.html
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https://www.hsdl.org/?view&did=853991
https://www.theatlantic.com/science/archive/2021/06/oregon-water-drought-conflict/619109/
https://www.theatlantic.com/science/archive/2021/06/oregon-water-drought-conflict/619109/
https://www.sacbee.com/article251710398.html
https://www.epa.gov/arc-x/adaptation-actions-water-utilities#source
https://www.usgs.gov/ecosystems/environmental-health-program/science/water-and-wastewater-infrastructure-science-team?qt-science_center_objects=3#qt-science_center_objects
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https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/wp-top-20-cyberattacks.pdf
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https://cyware.com/news/major-attacks-that-hit-the-manufacturing-sector-in-2019-bec74e8e
https://www.fda.gov/food/guidance-regulation-food-and-dietary-supplements/food-safety-modernization-act-fsma
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https://threatpost.com/food-supply-americold-cyberattack/161402/
https://www.paubox.com/blog/americold-discloses-cybersecurity-incident/
https://www.cybersecurity-insiders.com/americold-suffers-a-ransomware-attack/
https://www.classaction.org/news/americold-hit-with-class-action-over-late-2020-data-breach
https://www.classaction.org/news/americold-hit-with-class-action-over-late-2020-data-breach
https://amp-abc-net-au.cdn.ampproject.org/c/s/amp.abc.net.au/article/100178310
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https://www.bbc.com/news/world-us-canada-57318965
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https://www.capitalpress.com/ag_sectors/livestock/most-jbs-meatpacking-plants-running-again-after-cyberattack/article_999c26ac-c3eb-11eb-aba5-b7c93309792d.html
https://www.capitalpress.com/ag_sectors/livestock/most-jbs-meatpacking-plants-running-again-after-cyberattack/article_999c26ac-c3eb-11eb-aba5-b7c93309792d.html
https://www.capitalpress.com/ag_sectors/livestock/most-jbs-meatpacking-plants-running-again-after-cyberattack/article_999c26ac-c3eb-11eb-aba5-b7c93309792d.html
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https://www.securitymagazine.com/articles/95404-mcdonalds-corp-suffers-data-breach
https://news.trendmicro.com/2021/06/16/mcdonalds-data-leak-why-you-should-care/
https://news.trendmicro.com/2021/06/16/mcdonalds-data-leak-why-you-should-care/
https://www.cnn.com/2021/06/11/business/mcdonalds-data-breach/index.html
https://www.eia.gov/consumption/manufacturing/
https://www.ams.usda.gov/sites/default/files/media/Main_Highway_Report.pdf
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